[l RANDOM CODE AND TEST DATA PACK

Security checklist for codes and tokens

Secrets have 128+ bits of entropy

Only hashes of secrets are stored
Codes are single-use where appropriate
Redemption attempts are rate-limited
Codes expire

Look-alike characters excluded for typed codes
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Codes are not sent in URLs that get logged

Notes
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